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NEW QUESTION 316

A network administrator reviews the attack risk report and notices several low-impact attacks. What does this type of attack indicate?

A.    All attacks are listed as low until manually recategorized.

B.    The host is not vulnerable to those attacks.

C.    The host is not within the administrator’s environment.

D.    The attacks are not dangerous to the network.
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NEW QUESTION 266

A network administrator is configuring a Cisco AMP public cloud instance and wants to capture infections and polymorphic variants of a threat to help detect families of malware. Which detection engine meets this requirement?

A.    RBAC

B.    Tetra

C.    Ethos

D.    Spero
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NEW QUESTION 198

An engineer installs a Cisco FTD device and wants to inspect traffic within the same subnet passing through a firewall and inspect traffic destined to the Internet. Which configuration will meet this requirement?

A.    transparent firewall mode with IRB only

B.    routed firewall mode with BVI and routed interfaces

C.    transparent firewall mode with multiple BVIs

D.    routed firewall mode with routed interfaces only
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NEW QUESTION 176

A security engineer found a suspicious file from an employee email address and is trying to upload it for analysis, however the upload is failing. The last registration status is still active. What is the cause for this issue?

A.    Cisco AMP for Networks is unable to contact Cisco Threat Grid on premise.

B.    Cisco AMP for Networks is unable to contact Cisco Threat Grid Cloud.

C.    There is a host limit set.

D.    The user agent status is set to monitor.
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NEW QUESTION 161

The administrator notices that there is malware present with an .exe extension and needs to verify if any of the systems on the network are running the executable file. What must be configured within Cisco AMP for Endpoints to show this data?

A.    vulnerable software

B.    file analysis

C.    threat root cause

D.    prevalence
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NEW QUESTION 136

A network administrator is concerned about (he high number of malware files affecting users’ machines. What must be done within the access control policy in Cisco FMC to address this concern?

A.    Create an intrusion policy and set the access control policy to block.

B.    Create an intrusion policy and set the access control policy to allow.

C.    Create a file policy and set the access control policy to allow.

D.    Create a file policy and set the access control policy to block.
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NEW QUESTION 110

Which license type is required on Cisco ISE to integrate with Cisco FMC pxGrid?

A.    mobility

B.    base

C.    plus

D.    apex
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NEW QUESTION 1

Which two dynamic routing protocols are supported in Firepower Threat Defense without using FlexConfig? (Choose two.)

A.    EIGRP

B.    OSPF

C.    static routing

D.    IS-IS

E.    BGP

 (more…)
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