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QUESTION 161

Refer to the exhibit. A network technician is asked to design a small network with redundancy. The exhibit represents this design,
with all hosts configured in the same VLAN. What conclusions can be made about this design?

Host 1 Host3  Host4  Host6

A. Thisdesign will function as intended.

B. Spanning-tree will need to be used.

C. Therouter will not accept the addressing scheme.

D. The connection between switches should be a trunk.

E. Therouter interfaces must be encapsulated with the 802.1Q protocol.
Answer: C

Explanation:

Each interface on arouter must be in a different network. If two interfaces are in the same network, the router will not accept it and
show error when the administrator assignsiit.

QUESTION 162

Refer to the exhibit. A technician is troubleshooting host connectivity issues on the switches. The hostsin VLANs 10 and 15 on
Sw11 are unable to communicate with hostsin the same VLANs on Sw12. Hosts in the Admin VLAN are able to communicate. The
port-to-VLAN assignments are identical on the two switches. What could be the problem?

Sw11# show vlan brief

WLAM Mame Status Pors

1 adralf 1T RS

10 MarR{atlng De(pfy _ggﬁEe F'all F’aﬁr‘f Fa0s, Fai/e
FaDHD Fali1, FadiH 2, Fali13
FaDIM, Fal5

15 Accounting active  Fal/MG FalMs FalMg, Falizo
Fali21, FaDi2z, Faliz4

20 Admin active Fali, Falr2, Fadrs, Fanid
Falm

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

Swyitch#
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The Fa0/1 port is not operational on one of the switches.

The link connecting the switches has not been configured as atrunk.

At least one port needs to be configured in VLAN 1 for VLANSs 10 and 15 to be able to communicate.

Port FastEthernet 0/1 needs to be configured as an access link on both switches.

A router isrequired for hosts on SW11in VLANs 10 and 15 to communicate with hosts in the same VLAN on Sw12.
Answer: B

Explanation:

In order for hosts in the same VLAN to communicate with each other over multiple switches, those switches need to be configured
as trunks on their connected interfaces so that they can pass traffic from multiple VLANS.

QUESTION 163

Refer to the exhibit. The Bigtime router is unable to authenticate to the Littletime router. What is the cause of the problem?

moow>»

Bigtime Littletime

Bigtime(config-if# ppp authentication chap Liittletime(config-if# ppp authentication chap
A. Theusernames are incorrectly configured on the two routers.
B. The passwords do not match on the two routers.
C. CHAP authentication cannot be used on a seria interface.
D. The routers cannot be connected from interface S0/0 to interface S0/0.
E. With CHAP authentication, one router must authenticate to another router. The routers cannot be configured to authenticate to
each other.
Answer: B
Explanation:
With CHAP authentication, the configured passwords must be identical on each router. Here, it is configured as little123 on one side
and big123 on the other.
QUESTION 164

Refer to the exhibit. Given this output for SwitchC, what should the network administrator's next action be?

SwitchC SwitchA

@ faDi1 Trunk fa012 @
T

3witchC# show interface falfl
FastEthernset0/1 is up, line protocol is up (connected)
Hardware is Fast Ethernet, address is 0013.8030.5e83)
MTU 1500 bytes, EW 100000 Ehit, DLY 100 usec,
reliabhility 255/255, txload 14255, rxload 14/255
Encapsulation ARPA, loopback not s?
Keepalivel [HREMTIIM Jss@hicy VAL 6T St ]
Full-duplex, -mmniPsi_,")frréc'xji"ér'ﬂ:v’pe—‘i Tt Thoh ats e
input flow-control is off, ocutput flow-control is unsupported
. Text omitted .
5 minute input rate 364000 hits/sec, 344 packets/sec
5 minute output rate 367000 bits/sec, 338 packets/sec
16973 packets input, 2400313 bytes, 0 no buffer
Received 1244 broadeasts (0 multicast)
0 runts, 3 giants, 0 throttles
741 input errors, 738 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 1243 multicast, 0 pause input
0 input packets with dribble condition detected
16420 packets output, 2375034 bytes, 0 underruns
. Text omitted

A. Check the trunk encapsulation mode for SwitchC's fa0/1 port.
B. Check the duplex mode for SwitchC's fa0/1 port.
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C. Check the duplex mode for SwitchA's fa0/2 port.

D. Check thetrunk encapsulation mode for SwitchA's fa0/2 port.

Answer: C

Explanation:

Here we can see that this port is configured for full duplex, so the next step would be to check the duplex setting of the port on the
other switch. A mismatched trunk encapsulation would not result in input errors and CRC errors.

QUESTION 165

What will happen if a private |P address is assigned to a public interface connected to an |SP?

A. Addressesin aprivate range will be not be routed on the Internet backbone.

B. Only the ISP router will have the capability to access the public network.

C. TheNAT process will be used to trandlate this address to avalid | P address.

D. A conflict of IP addresses happens, because other public routers can use the same range.

Answer: A

Explanation:

Private RFC 1918 | P addresses are meant to be used by organizations locally within their own network only, and can not be used
globally for Internet use.

QUESTION 166

Refer to the exhibit. An attempt to deny web access to a subnet blocks all traffic from the subnet. Which interface command
immediately removes the effect of ACL 1027

AL 102
accesslist 102 denytep 172.21.1.1 0.0.0.255 any eq 80
accesslist 102 deny ip any any

Routerd#sho ip int
FastEthernetdd is up, line protocol is up
Internet address is 192.168.1.144.:’2_0_5g
BromuoasT it iTes 55255 ZEERSE 266 e s
Ad dria’és;‘dﬁte'rrﬁrf?ﬁp b%ﬁrﬁoﬁ" i sacoim
WTU i5.1500 byte s
Helpet-addressis not set
Directed broadcast forwarding is enabled
Qutgoing access listis 102
Inbound access listis not set
Proxy ARF is enabled

A. noipaccess-class102in

B. noip access-class 102 out

C. noip access-group 102 in

D. noip access-group 102 out

E. noipaccesslist 102in

Answer: D

Explanation:

Now let's find out the range of the networks on serial link:
For the network 192.168.1.62/27:

Increment: 32

Network address: 192.168.1.32

Broadcast address: 192.168.1.63

For the network 192.168.1.65/27:

Increment: 32

Network address: 192.168.1.64

Broadcast address: 192.168.1.95

These two | P addresses don't belong to the same network and they can't see each other.
QUESTION 167
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Which router |OS commands can be used to troubleshoot LAN connectivity problems? (Choose three.)

A. ping

B. tracert

C. ipconfig

D. show iproute
E. winipcfg

F. show interfaces
Answer: ADF
Explanation:

Ping, show ip route, and show interfaces are all valid troubleshooting |OS commands. Tracert, ipconfig, and winipcfg are PC
commands, not |0S.

QUESTION 168

A network administrator is troubleshooting the OSPF configuration of routers R1 and R2. The routers cannot establish an adjacency
relationship on their common Ethernet link.

R1: Ethernet is up, line protocal is up
Internet address 192 168.1.2/24, Area 0
Process ID 1, Router ID192.168.31.33, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (100 1821683133, Inteface address 19216812
Mo backup designated router on this network
Timer intervals configured, Hello &, Dead 2, Wait. 20, Retransmit 5
Foal o CICI N e ]

O AT T R o
R2: Ethernetd is up, line pratocal is'up

Internet address 192 168.11/24, Area D

Process 1002, Router (D 192.168.31.11, Metwork Type BREOADCAST, Cost: 10

Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (D) 192.168.31.11, Inteface address 192.168.1.1

Mo backup designated router on this netwark

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

The graphic shows the output of the show ip ospf interface e command for routers R1 and R2. Based on the information in the
graphic, what is the cause of this problem?

A. The OSPF areais not configured properly.

B. Thepriority on R1 should be set higher.

C. Thecost on R1 should be set higher.

D. Thehello and dead timers are not configured properly.

E. A backup designated router needs to be added to the network.

F. The OSPF process ID numbers must match.

Answer: D

Explanation:

In OSPF, the hello and dead intervals must match and here we can see the hello interval isset to 5 on R1 and 10 on R2. The dead
interval isalso set to 20 on R1 but it is 40 on R2.

QUESTION 169

In which circumstance are multiple copies of the same unicast frame likely to be transmitted in a switched LAN?

A. during high traffic periods

B. after broken links are re-established

C. when upper-layer protocols require high reliability
D. inanimproperly implemented redundant topology
E. whenadua ring topology isin use

Answer: D

Explanation:

If we connect two switches via 2 or more links and do not enable STP on these switches then aloop (which creates multiple copies
of the same unicast frame) will occur. It isan example of an improperly implemented redundant topology.

QUESTION 170

VLAN 3isnot yet configured on your switch. What happens if you set the switchport access vlan 3 command in interface
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configuration mode?

A. Thecommand isrejected.

B. The port turns amber.

C. Thecommand is accepted and the respective VLAN is added to vlan.dat.

D. Thecommand is accepted and you must configure the VLAN manually.

Answer: C

Explanation:

The "switchport access vlan 3" will put that interface as belonging to VLAN 3 while also updated the VLAN database automatically
toinclude VLAN 3.

QUESTION 171

A network administrator is troubleshooting an EIGRP problem on arouter and needs to confirm the IP addresses of the devices with
which the router has established adjacency. The retransmit interval and the queue counts for the adjacent routers also need to be
checked. What command will display the required information?

A. Router# show ip eigrp adjacency

B. Router# show ip eigrp topology

C. Router# show ip eigrp interfaces

D. Router# show ip eigrp neighbors

Answer: D

QUESTION 172

Refer to the graphic. R1 is unable to establish an OSPF neighbor relationship with R3. What are possible reasons for this problem?
(Choose two.)

OSPF Area0

A. All of the routers need to be configured for backbone Area 1.

B. R1and R2 arethe DR and BDR, so OSPF will not establish neighbor adjacency with R3.

C. A sttic route has been configured from R1 to R3 and prevents the neighbor adjacency from being established.
D. Thehello and dead interval timers are not set to the same values on R1 and R3.

E. EIGRPisaso configured on these routers with alower administrative distance.

F. R1and R3 areconfigured in different areas.

Answer: DF

Explanation:

This question is to examine the conditions for OSPF to create neighborhood. So as to make the two routers become neighbors, each
router must be matched with the following items:

1. ThearealD and its types

2. Hello and failure time interval timer

3. OSPF Password (Optional)

QUESTION 173

Refer to the exhibit. The network shown in the diagram is experiencing connectivity problems. Which of the following will correct
the problems? (Choose two.)
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Host A
Address - 10.1.1.126
Mask — 255.255.255.0
Gateway — 10.1.1.254

Host B
Address — 10.1.1.12
Mask — 255.255.255.0
Gateway — 10.1.1.254

Fa0/0.1- 10.1.1.254/24 VLAN1
Fa0/0.2 — 10.1.2.254/24 VLAN2

A. Configure the gateway on Host A as 10.1.1.1.

B. Configure the gateway on Host B as 10.1.2.254.

C. Configurethe IP address of Host A as 10.1.2.2.

D. Configurethe |P address of Host B as 10.1.2.2.

E. Configure the masks on both hosts to be 255.255.255.224.
F. Configure the masks on both hosts to be 255.255.255.240.
Answer: BD

Explanation:

The switch 1 is configured with two VLANsS: VLAN1 and VLANZ2. The IP information of member Host A in VLANL1 isasfollows:
Address: 10.1.1.126

Mask : 255.255.255.0

Gateway : 10.1.1.254

The IP information of member Host B in VLANZ2 is as follows:

Address: 10.1.1.12

Mask : 255.255.255.0

Gateway : 10.1.1.254

The configuration of sub-interface on router 2 is asfollows:

Fa0/0.1 -- 10.1.1.254/24 VLAN1

Fa0/0.2 -- 10.1.2.254/24 VLAN2

It is obvious that the configurations of the gateways of membersin VLANZ2 and the associated network segments are wrong. The
layer3 addressing information of Host B should be modified as follows:

Address: 10.1.2.X

Mask : 255.255.255.0

QUESTION 174

Refer to the exhibit. A problem with network connectivity has been observed. It is suspected that the cable connected to switch port
Fa0/9 on Switchl is disconnected. What would be an effect of this cable being disconnected?

A. Host B would not be able to access the server in VLANO until the cable is reconnected.
B. Communication between VLAN3 and the other VLANSs would be disabled.
C. Thetransfer of filesfrom Host B to the server in VLAN9 would be significantly slower.
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D. For lessthan aminute, Host B would not be able to access the server in VLANS. Then normal network function would resume.
Answer: D

Explanation:

Spanning-Tree Protocol (STP) isalLayer 2 protocol that utilizes a special -purpose a gorithm to discover physical loops in a network
and effect alogical loop-free topology. STP creates aloop- free tree structure consisting of leaves and branches that span the entire
Layer 2 network. The actual mechanics of how bridges communicate and how the STP algorithm works will be discussed at length
in the following topics. Note that the terms bridge and switch are used interchangeably when discussing STP. In addition, unless
otherwise indicated, connections between switches are assumed to be trunks.

QUESTION 175

Refer to the exhibit. HostA cannot ping HostB. Assuming routing is properly configured, what is the cause of this problem?

192.168.1.62/27 192.168.1.65/27

Switch IP:

192.168.1.34/2}

IP: 192.168.1.58/27 IP: 192.168.1.111/27
Gateway: 192.168.1.33 Gateway: 192.168.1.97

A. HostA isnot on the same subnet as its default gateway.

B. Theaddressof SwitchA isasubnet address.

C. TheFa0/0interface on RouterA ison asubnet that can't be used.
D. Theserid interfaces of the routers are not on the same subnet.
E. TheFa0/0 interface on RouterB is using a broadcast address.
Answer: D

Explanation:

Now let's find out the range of the networks on serial link:

For the network 192.168.1.62/27:

Increment: 32

Network address: 192.168.1.32

Broadcast address: 192.168.1.63

For the network 192.168.1.65/27:

Increment: 32

Network address: 192.168.1.64

Broadcast address: 192.168.1.95

These two | P addresses don't belong to the same network and they can't see each other.
QUESTION 176

Which port state is introduced by Rapid-PVST?

A. learning

B. listening

C. discarding

D. forwarding

Answer: C

Explanation:
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PV ST+ isbased on IEEE802.1D Spanning Tree Protocol (STP). But PV ST+ has only 3 port states (discarding, learning and
forwarding) while STP has 5 port states (blocking, listening, learning, forwarding and disabled). So discarding is a new port state in
PVST+.

QUESTION 177

Refer to the exhibit. The two connected ports on the switch are not turning orange or green. What would be the most effective steps
to troubleshoot this physical layer problem? (Choose three.)

Ensure that the Ethernet encapsulations match on the interconnected router and switch ports.

Ensure that cables A and B are straight-through cables.

Ensure cable A is plugged into atrunk port.

Ensure the switch has power.

Reboot all of the devices.

. Reseat all cables.

Answer: BDF

Explanation:

The ports on the switch are not up indicating it isalayer 1 (physical) problem so we should check cable type, power and how they
are plugged in.

QUESTION 178

Refer to the exhibit. A network administrator attempts to ping Host2 from Host1 and receives the results that are shown. What isthe
problem?

TMOUO®»

10.1.0.10/30

10.1.2.1724 §

— 10.1.1.1/2 4 g
Switch1 Fa0/0 [ e

S0 § 0
S0.0

10.1.0.9/30

Host2
10.1.2.9/24

Cil>ping 10.1.2.9

Host1 e g ] AR -
S ey o
10.4.1.16/24 "_-"3’;’"1515%tlz?éﬁ’y.ﬁ%EWJ'jG: )
Reply from 10.1.1.1: Destination host
Reply from 10:1.4.1: Destination host habl
Reply from 10.1.1.1: ination host
~Reply from 10.1.1.1: Destination host habl

Ping statistics for 10.1.2.9 :
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

A. Thelink between Hostl and Switchl is down.
B. TCP/IPisnot functioning on Host1l

C. Thelink between Routerl and Router2 is down.
D. Thedefault gateway on Hostl isincorrect.

E. Interface Fa0/0 on Routerl is shutdown.

F. Thelink between Switchl and Routerl is down.
Answer: C
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Explanation:

Host1 tries to communicate with Host2. The message destination host unreachable from Routerl indicates that the problem occurs
when the datais forwarded from Host1 to Host2. According to the topology, we can infer that The link between Router1 and
Router2 is down.

QUESTION 179

Refer to the exhibit. Hosts in network 192.168.2.0 are unable to reach hosts in network 192.168.3.0. Based on the output from
RouterA, what are two possible reasons for the failure? (Choose two.)

1921692.0724 oD@ Yleade: L g
RouterA# show ip interface brief
Interface IP-Address  OK? Method Status Protocol
FastEthernet0/0 192.168.2.1  YES manual up up
Serial0/0 192.168.1.5 YES manual up down
Serial0/1 unassigned YES manual administratively down down

The cable that is connected to SO/0 on RouterA is faulty.

Interface SO/0 on RouterB is administratively down.

Interface SO/0 on RouterA is configured with an incorrect subnet mask.

The IP address that is configured on S0/0 of RouterB is not in the correct subnet.

Interface SO/0 on RouterA is not receiving a clock signal from the CSU/DSU.

The encapsulation that is configured on S0/0 of RouterB does not match the encapsulation that is configured on S0/0 of
RouterA.

Answer: EF

Explanation:

From the output we can see that there is a problem with the Serial 0/0 interface. It is enabled, but the line protocol is down. The
could be aresult of mismatched encapsulation or the interface not receiving a clock signal from the CSU/DSU.

QUESTION 180

Refer to the exhibit. An administrator pings the default gateway at 10.10.10.1 and sees the output as shown. At which OSI layer is
the problem?

Tmoow>

Cihve ping 10.10.10.1

Pinging 10.10.10.1 with 32 bytes of data:

request timed our. —
Request timed. nu.'r ,_)|.'-_,. i [F-‘_]"ﬂr-'rr’ eI
request timed o

Request timed Dut

Pin stat'lshcs For.1a. 10.10. :L

Packets: Sent =4, Received = 0, Lost = 4 (100% loss)
"
A. datalink layer
B. application layer
C. accesslayer
D. sessionlayer
E. network layer
Answer: E
Explanation:

The command ping uses | CMP protocol, which is a network layer protocol used to propagate control message between host and
router. The command ping is often used to verify the network connectivity, so it works at the network layer.
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