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NEW QUESTION X1

Which management platform helps strengthen security posture by enabling uniform policy deployment, uncovering and remediating

unplanned changes, and extends protection to the application layer?

A.    Firepower Management Center

B.    Cisco Defense Orchestrator

C.    Firepower Policy Manager

D.    Firepower Device Manager

Answer: A

NEW QUESTION X2

Which feature of ISE enables ecosystem partner platforms to execute network actions with the Cisco network infrastructure?

A.    context-aware access

B.    centralized policy management

C.    device profiling

D.    platform exchange grid

Answer: B

NEW QUESTION X3

What feature of web security filters websites based on who what where, how, and when to assign a website a score?

A.    Sandbox Filtering

B.    Reputation Filtering

C.    Malware Filtering

D.    URL Analytics

Answer: D

NEW QUESTION X4

Which two attack vectors are protected by Next Gen IPS? (Choose two.)

A.    Corporate WAN

B.    Cloud

C.    Voicemail

D.    Endpoints

E.    Email

Answer: AB

NEW QUESTION X5

Which Web Security feature allows employees to utilize web applications while also having the ability to bock or monitor

problematic applications?

A.    Realtime Application Sandboxing

B.    Application Phishing

C.    Application Visibility and Control

D.    Layered Scanning and Control

Answer: C

NEW QUESTION X6

Which attack vector is protected by Email Security?

A.    Endpoints

B.    Voicemail
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C.    Mobile

D.    Web

Answer: A

NEW QUESTION X7

What are two solutions Cisco offers for email security? (Choose two.)

A.    Cloudlock

B.    AMP for Email Security

C.    Umbrella

D.    Meraki

E.    Tetration

Answer: BC

NEW QUESTION X8

Which two loT environment layers are protected by ISE? (Choose two.)

A.    Access Points

B.    Endpoints

C.    Internet/Cloud

D.    Control Layer

E.    Things

Answer: CE

NEW QUESTION X9

Which two attack vectors are protected by Web Security? (Choose two.)

A.    Data Center

B.    Email

C.    Voicemail

D.    Cloud

E.    Web

Answer: DE

NEW QUESTION X10

What are three main areas of the Cisco Security Portfolio? (Choose three.)

A.    Roaming Security

B.    Advanced Threat

C.    Cloud Security

D.    loT Security

E.    Voice & Collaboration

F.    Firewalls

Answer: BCD

NEW QUESTION X11

Where do you start to achieve true network visibility?

A.    OT

B.    Branches

C.    IT

D.    Fabric Level

Answer: D

NEW QUESTION X12

Which two attack vectors are protected by Cyber Threat Defense & Network Analytics? (Choose two.)

A.    Cloud

B.    Email

C.    Endpoints

D.    Web

E.    Data Center
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Answer: AD

NEW QUESTION X13

What are two features provided by ISE? (Choose two.)

A.    Guest Management

B.    DDOS attack prevention

C.    Network visibility

D.    Centralized policy management

E.    Device Firewalling

Answer: AD

NEW QUESTION X14

On average, how many days elapse before businesses discover that they have been hacked?

A.    70

B.    50

C.    10

D.    30

Answer: B

NEW QUESTION X15

What are two critical networking challenges? (Choose two.)

A.    Orchestration

B.    Automation

C.    Access

D.    Threat protection

E.    Visibility

Answer: DE

NEW QUESTION X16

What percent of threats did ASA with FirePOWER block that earned AMP the highest security effectiveness scores in third-party

testing?

A.    99.2%

B.    95.6%

C.    100%

D.    98.5%

Answer: C

NEW QUESTION X17

Which two attack vectors are protected by Visibility and Enforcement? (Choose two.)

A.    Cloud

B.    Mobile

C.    Endpoints

D.    Email

E.    Web

Answer: BC

NEW QUESTION X18

How do AMP file trajectory capabilities help customers deal with malware?

A.    tracks suspicious fie across the network to determine the scope of an outbreak

B.    regulates device access to malicious files on the network

C.    eliminates malicious files from company and personal devices

D.    tracks a file before it enters the network

Answer: A

NEW QUESTION X19

In the Local Data Center Edge use case, which capabilities are provided by NGFW & NGIPS?

A.    Identity Services Engine.
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B.    Reduced attack surface of the on-premises datacenter.

C.    Platform exchange grid.

D.    File Retrospection and Trajectory.

Answer: B

NEW QUESTION X20

Which Tetration feature enforces consistent allow list policy access on premises data centers and pubic clouds to enable zero trust

using application segmentation?

A.    application access control

B.    trusted access segmentation

C.    automatic block listing

D.    enable a zero-trust model

Answer: D

NEW QUESTION X21
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